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1. Background  
 
The Regulation of Investigatory Powers Act 2000 (RIPA) provides the legislative 
framework within which covert surveillance operations must be conducted in 
order to ensure that investigatory powers are used in accordance with human 
rights. The Act also regulates the use of confidential human intelligence 
sources.  
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The Investigatory Powers Act 2016 sets out the circumstances in which the 
Council can acquire and use “communications data”.  
 

This guidance based on the Home Office Codes of Practice on covert 
surveillance, covert human intelligence sources and accessing 
communications data are intended as a practical reference guide for 
Council officers who may be involved in or are considering covert 
operations.  

 

They are not intended to replace the Codes of Practice issued by the 
Home Office and officers involved in covert operations must familiarise 
themselves with the content of these Codes in order to ensure that they 
fully understand their responsibilities. 

 
The Codes are available on the web site: 
https://www.gov.uk/government/collections/ripa-codes  

 

2. What is covert surveillance?  

 

Covert surveillance is defined in the Act as any surveillance, which is 
carried out in a manner calculated to ensure that the persons subject to 
the surveillance are unaware that it is or may be taking place. 

 

The Act goes on to define two different 'types' of covert surveillance:  
 

a) Directed covert surveillance 

b) Intrusive covert surveillance  

 
Intrusive covert surveillance is carried out in relation to anything taking place on 
any residential premises or in any private vehicle and involves the presence of 
an individual on the premises or in the vehicle, or is carried out by means of a 
surveillance device. 
  

https://www.gov.uk/government/collections/ripa-codes
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The Council has no powers to undertake intrusive covert surveillance 
operations. 

 

3. What is directed covert surveillance?  
 
Directed covert surveillance is defined in the Act as surveillance, which is covert 
but not intrusive and is undertaken: for the purposes of a specific operation or 
investigation in such a manner that it is likely to result in the obtaining of private 
information about a person (whether or not they are the individual specifically 
identified for the purposes of the operation) otherwise than by way of an 
immediate response to events or circumstances the nature of which is such that 
it would not be reasonably practicable for an authorisation to be sought for 
carrying out surveillance  
 

4. For what purposes can the Council conduct directed covert surveillance?  
 

The Regulation of Investigatory Powers (Directed Surveillance and Covert 
Human Intelligence Sources) Order 2010 specifies that the Council can 
only use directed covert surveillance for the purpose of preventing or 
detecting a criminal offence and it meets the conditions set out below:- 

 
The conditions are that the criminal offence which is sought to be prevented or 
detected is punishable, whether on indictment or summary conviction, by a 
maximum term of at least six months’ imprisonment, or would be an offence 
under sections; 

 

a) s.146 of the Licensing Act 2003 (sale of alcohol to children); 

b) s.147 of the Licensing Act 2003 (allowing the sale of alcohol to 
children); 

c) s.147A of the Licensing Act 2003 (persistently selling alcohol to 
children); 

d) s.7 of the Children and Young Persons Act 1933 (sale of tobacco, etc, to 
persons under 18) 
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If a directed covert surveillance operation does not fall within this purpose the 
Council may be acting unlawfully under the Human Rights Act. Where an officer 
is contemplating undertaking surveillance that does not appear to fall within this 
purpose and the new conditions as set out above they must take advice from 
the Borough Solicitor.  
 
 

5. What falls within the definition of directed covert surveillance? 
 
It is safest to assume that any operation that involves planned covert 
surveillance of a specific person or persons , of however short duration, falls 
within the definition of directed covert surveillance and will, therefore, be subject 
to authorisation under RIPA and the amending legislation.  
 
In some circumstances, legitimate surveillance may fall outside RIPA controls. 
This will be where the surveillance does not relate to the core function of law 
enforcement, for example in the course of collecting private information for an 
employment issue. Nonetheless care needs to be taken and the principles 
behind RIPA should be respected. The Information Commissioner has issued 
guidance on workplace monitoring. See https://ico.org.uk/for-organisations/uk-
gdpr-guidance-and-resources/employment-information/employment-practices-
and-data-protection-monitoring-workers/ 
 
The consequence of not obtaining an authorisation will render the surveillance 
action unlawful under the Human Rights Act, and/or the evidence obtained 
inadmissible in any Court proceedings.  
 
It is the Council’s requirement that Council officers seek an authorisation 
where the surveillance is likely to interfere with a person's Article 8 (Human 
Rights Act) rights to privacy. 
 
Obtaining an authorisation from the authorised officers and a Magistrate will 
ensure that the surveillance action is carried out in accordance with the law and 
is subject to stringent safeguards against abuse. Proper authorisation of 
surveillance should also ensure the admissibility of evidence under the common 
law, PACE (Section 78) and the Human Rights Act. 
 
Use of overt (public) CCTV for any covert operation is regulated and governed 
by the Home Office, the Surveillance Commissioner and Information 
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Commissioner all of which publish detailed information on their websites which 
should be the source for the latest guidance and best practice.  
 
 

6. What falls outside of directed covert surveillance?  
 
Anything which constitutes an immediate response, e.g. a Council officer with 
regulatory responsibilities may by chance be present when an individual is 
potentially infringing the law and it is necessary to observe, follow, or engage in 
other surveillance tactics as an instant response to the situation to gather further 
information or evidence. Given the lack of preparation, surveillance in these 
circumstances is unlikely to be particularly covert.  
Once this immediacy has passed, however, any further covert surveillance of 
the individual should be subject to RIPA authorisation and that of a Magistrate.  
 

7. What is authorisation?  
 
Authorisation is the process by which a directed covert surveillance operation is 
subject to proper consideration, recording and approval by the officer conducting 
the investigation and the senior officer authorised to approve it and then 
obtaining the approval of a Magistrate.  
It ensures that all relevant factors have been thoroughly considered and 
checked. It is also the means by which, in the event of challenge, Council 
officers can demonstrate that covert surveillance was lawfully conducted and 
that it is was a fair and reasonable way to proceed, despite the possible 
intrusion of a person or person’s privacy. 
 
Forms in respect of authorisation can be downloaded from the Home 
Office Website https://www.gov.uk/government/collections/ripa-forms--2 . 
Copies of the forms can also be obtained from the RIPA Co-ordinator by 
emailing dpa@stevenage.gov.uk. 
 
The authorisation forms issued by the Home Office cover all of the necessary 
aspects. It is important that these forms are correctly and adequately completed 
for all directed covert surveillance operations.  
 
There is one element of the written application that is of particular importance 
and is an integral part of a number of the questions contained in the standard 
application form:  
 

mailto:dpa@stevenage.gov.uk


 

 

RIPA Policy Version 6_ September 26 

Proportionality - this is a fundamental principle embodied in the Human Rights 
Act.  
 
Officers must be able to demonstrate that a surveillance operation justifies the 
level of intrusion of privacy that may occur with regard to the target or targets of 
the surveillance or any other persons, i.e. that it is proportionate set against 
the outcome. We should not use a sledgehammer to crack a nut! 
 
This must be adequately recorded in the application form. It is not enough to 
simply have a standard phrase saying that the surveillance is proportionate. The 
rationale for proceeding with covert surveillance needs to be written and explicit. 
Questions it might be useful to ask to help in framing responses to questions 
included in the application form are:  
 
➢ What is the nature of the suspected or alleged offence/infringement? 

➢  What, if any, are the alternatives to covert surveillance, i.e. could the 
information be reasonably obtained by other means? 

➢  If there are other options why have these been rejected in favour of covert 
surveillance? 

➢  What is the level of intrusion of privacy likely to be? Minimal? Average? 
Significant? Interference will not be justified if the means used to achieve 
the aim are excessive in the circumstances of the case. Further, any 
proposed interference with a person or people' private, home and family 
life (HRA Article 8 rights) should be carefully managed and must not be 
arbitrary or unfair. 

➢  Is legally privileged, personal confidential information or confidential 
journalistic material likely to be acquired? 

➢  Is the privacy of other persons not connected with the investigation likely 
to be effected and what steps can be taken to minimise or avoid this? 
(Collateral intrusion).  

➢ What is the desired outcome?  

➢ What is the anticipated benefit to the Council?  

 
Proportionality in this context has nothing whatsoever to do with whether 
or not the possible benefit of a covert surveillance operation justifies the 
time and money expended by the Council.  
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Authorising Officers are required to further consider the proportionality of any 
proposed surveillance and may challenge assumptions or statements that do 
not appear to provide adequate justification.  
 
In making an application, the case for the warrant or authorisation should be 
presented in a fair and balanced way. In particular, all reasonable efforts should 
be made to take account of information which support or weakens the case for 
the warrant or authorisation;  
 

8. Who can authorise surveillance operations and how to complete an 
application? 
 
The Protection of Freedoms Act 2012 amended the RIPA 2000 Act to make all 
Local Authority authorisations subject to judicial approval. 
 
The Council has to have all its RIPA surveillance authorisations (that is, 
use of directed surveillance and covert human intelligence sources) approved 
by a designated officer AND a magistrate before they take effect.  
 
The Regulation of Investigatory Powers (Directed Surveillance and Covert 
Human Intelligence Sources) Order 2010/521specifies the officers who can 
authorise RIPA applications.  
 
Stevenage Borough Council designates the following officers for authorising 
RIPA applications: Strategic and Assistant Directors only (See RIPA 
management structure at Appendix A) 
 
There are 4 key steps to making an RIPA application: 
 

i. Apply to the Data Protection Team for a Unique reference number (URN) 
and to obtain a copy of the RIPA authorisation application form by 
emailing dpa@stevenage.gov.uk. The form can also be downloaded 
directly from the Home Office website at 
https://www.gov.uk/government/collections/ripa-forms--2   

ii. Sumit application form to Authorising Officers for approval and signature 
via the RIPA Co-ordinator  

iii. Contact the RIPA Co-ordinator & Borough Solicitor to apply to Magistrate 
for approval at Stevenage Magistrates Court: 
https://courttribunalfinder.service.gov.uk/courts/stevenage-magistrates-
court 

https://courttribunalfinder.service.gov.uk/courts/stevenage-magistrates-court
https://courttribunalfinder.service.gov.uk/courts/stevenage-magistrates-court
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iv. The original signed authorisation and all supporting documents must be 
passed to the Data Protection Team for filing and recording at 
dpa@stevenage.gov.uk 

 
 
 
9. What is the role of the Authorising Officer? 
 
The Authorising Officer is the officer who takes responsibility for the instigation 
of the surveillance activity. It is therefore important that: 
 

• The Authorising Officer has undertaken training in relation to their role as 
an authorising officer under RIPA; and 

• The Authorising Officer exercises careful and independent judgment in 
deciding whether or not to authorise, giving a full statement of their 
reasons for authorisation. This is not a rubber-stamping exercise and the 
Authorising Officer may be called upon to defend their decision.  

 
10. Special authorisation requirements for “sensitive” information 

 
Where there is likelihood that legally privileged, personal confidential information 
or confidential journalistic material will be acquired as a result of a directed 
covert surveillance operation authorisation must be made by the Chief Executive 
(or Deputy) as the Senior Responsible Officer (SRO), (see RIPA management 
structure chart at Annex A below), and then by a Magistrate. 
 
11. What is legally privileged information, private or confidential 

information or confidential journalistic material?  
 
Definition of legal professional privilege, private information, confidential 
information and confidential journalistic material  
 
Legal professional privilege  
 
"legal professional privilege" means matters to which the following applies;  
 
(1) communications between a professional legal adviser and-  
(a) his client, or (b) any person representing his client,  
which are made in connection with the giving of legal advice to the client.  
(2) communications-  

mailto:dpa@stevenage.gov.uk
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(a) between a professional legal adviser and his client or any person 
representing his client, or (b) between a professional legal adviser or his client 
or any such representative and any other person, which are made in connection 
with or in contemplation which are made in connection with or in contemplation 
of legal proceedings and for the purposes of such proceedings.  
(3) items enclosed with or referred to in communications of the kind mentioned 
in (1) or (2) and made-  
(a) in connection with the giving of legal advice, or  
(b) in connection with or in contemplation of legal proceedings and for the 
purposes of such proceedings. 
  
Exclusions -    
(a) communications and items are not matters subject to legal privilege when 
they are in the possession of a person who is not entitled to possession of them, 
and  
(b) communications and items held, or oral communications made, with the 
intention of furthering a criminal purpose are not matters subject to legal 
privilege.  
 
Private information 
 
“private information” means- 
 
Any information relating to an individual’s private or family life, and should be 
taken generally to include any aspect of a person’s private or personal 
relationship with others including family and professional or business 
relationships 
 
Confidential information 
 
This covers: a) confidential personal information (b) confidential constituent 
 information and (c) confidential journalistic material.  
 
Where such material has been acquired and retained, the matter should be 
reported to the relevant Commissioner/ Inspector during their next inspection 
and the material be made available if requested. 
 
 
Confidential personal information means:  
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Information held in confidence relating to the physical or mental health or 
spiritual counselling of a person (whether living or dead) who can be identified 
from it. Such information, which can include both oral and written 
communications, is held in confidence if it is held subject to an express or 
implied undertaking to hold it in confidence or it is subject to a restriction on 
disclosure or an obligation of confidentiality contained in existing legislation. For 
example a consultation between a doctor and a patient. 
 
Confidential constituent information means: 
 
Information relating to communications between a Member of Parliament and a 
constituent in respect of constituency matters. Again, such information is held in 
confidence if it is held subject to an express or implied undertaking to hold it in 
confidence or it is subject to a restriction on disclosure or an obligation of 
confidentiality contained in existing legislation. 
 
Confidential journalistic material means: 
 
Material acquired or created for the purposes of journalism and held subject to 
an undertaking to hold it in confidence, as well as communications resulting in 
information being acquired for the purposes of journalism and held subject to 
such an undertaking.  
 
Where there is any doubt as to the handling and dissemination of confidential 
information, advice should be sought from Shared Legal Services before any 
further dissemination of the material takes place.  
 
 

12.  What is the duration of authorisations?  
 
Authorisation for a directed covert surveillance operation will cease to have 
effect (unless renewed) at the end of a period of 3 months beginning with the 
day on which it took effect.  
 
Authorisation for a directed covert surveillance operation using a human 
intelligence source will cease to have effect (unless renewed) at the end of a 
period of twelve months beginning with the day on which it took effect. It is 
good practice to keep authorisations under regular review. Do not simply rely on 
the passage of time for expiry to take place. 
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13.  How is an operation reviewed, renewed or cancelled?  
 
All covert operations or investigations must be effectively assessed and 
regularly monitored by the officer conducting the operation and the authorising 
officer. The authorisation process should be viewed as a useful management 
tool to help officers to achieve this.  
 
Reviews 
 
Regular reviews of authorisations should be undertaken at least monthly to 
assess the need for surveillance to continue. Responsibility for assessing the 
appropriate review period rests with the authorising officer and this should be as 
frequently as considered necessary and practicable. All reviews should include 
a re-examination of the necessity and proportionality of the authorisation, and 
its impact; e.g. whether there is a greater level of collateral intrusion than 
anticipated. 
 
There is clear guidance on reviews, renewals and cancellations in the Home 
Office Codes of Practice and officers should refer to the appropriate sections for 
further details. The standard review, renewal and cancellation forms issued by 
the Home Office cover all the necessary aspects with copies of all related forms 
available from the Data Protection Team. It is important that these forms are 
correctly and adequately completed. 
 
Renewals 
 
NB. All applications for renewals have be approved by a magistrate 
  
In addition applications for renewal will record:  
 
Whether this is the first renewal, if not, every occasion on which the 
authorisation has previously been renewed;  

 

The reason why it is necessary to continue with the surveillance;  

The content and value to the investigation or operation of the information so far 
obtained by the surveillance;  

 

The results of regular reviews of the investigation or operation.  
 



 

 

RIPA Policy Version 6_ September 26 

 
Cancellation 
 
An authorising officer who granted or last renewed an authorisation must cancel 
it if he is satisfied that the directed surveillance no longer meets the criteria upon 
which it was originally authorised.  
  
Even if an authorisation has reached its time limit and has ceased to have 
effect, it does not lapse and must still be formally cancelled. 
 

14.  What is a covert human intelligence source (CHIS)?  
 
A person is a CHIS if:  
 
They establish or maintain a personal or other relationship with a person for the 
covert purpose of facilitating the doing of anything falling within the two bullet 
points below;  
 

• They covertly use such a relationship to obtain information or to provide 
access to information to another person; or  

 

• They covertly disclose information obtained by the use of such a 
relationship or as a consequence of the existence of such a relationship  

 
 

15. What is likely to fall within the definition of a CHIS for Council 
purposes? 

  
The use of CHIS's by the Council is likely to be extremely rare. This type of 
source of information will be more commonly used by the Police, Security 
Service, Customs & Excise, other intelligence services etc. where it is normal 
practice to use agents, informants and officers working undercover.  
 
The "use" of a source involves inducing, asking or assisting a person to engage 
in the conduct of a source or to obtain information by means of the conduct of 
such a source.  
 
There are occasions, however, when the Council may use a CHIS to obtain 
information, e.g. 
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A CHIS may be used as a source to obtain information in respect of an 
investigation into housing or Council Tax benefit fraud; this may be a Council 
officer acting undercover.  

 
A CHIS may be used as a source to obtain information in respect of an 
investigation into the loss of monies at Council premises where there are 
cashier activities; this may be a Council officer acting undercover.  
 
This list is clearly not definitive. There is an element of judgement involved in 
determining when an individual taking some part in an investigation may be 
acting as a CHIS and the matter is not entirely black and white.  
 
A member of the public volunteering a piece of information to the Council 
regarding something they have witnessed in their neighbourhood is not a CHIS. 
They are not passing information obtained as a result of a relationship which 
has been established or maintained for a covert purpose. However, if the 
Council asks them to use a relationship to gather further information, then they 
may need to be treated as a CHIS. An investigating officer conducting covert 
investigations on social media using a covert identity (i.e.an alias) may become 
a CHIS if s/he establish a relationship with the account user. 
 
A duty of care to the individual should always be considered and a special 
caution exercised if the person could be at risk of reprisals if the information is 
acted on.  
 
 
In all cases where consideration is given to use of a CHIS, please take advice 
from Legal Services.  
 

16. Special requirements to observe when using a CHIS?  
 
There are rules about the use of vulnerable adults or juveniles as sources and  
There are also special requirements with regard to the management, security 
and welfare of sources. For further details refer to the sections detailed above in 
the Home Office CHIS Code of Practice.  
 
The same requirements of necessity and proportionality exist for the granting of 
these authorisations as are set out for directed surveillance.  
 



 

 

RIPA Policy Version 6_ September 26 

Additionally, the authorising officer shall not grant an authorisation unless they 
believe that arrangements exist for the source’s care which satisfies the 
following requirements:-  
 
There will at all times be an officer with day to day responsibility for dealing with 
the source and the source’s security and welfare;  

There will be at all times an officer who will have general oversight of the use 
made of the source;  

There will at all times be an officer with responsibility for maintaining a record of 
the information supplied by the source;  

Records which disclose the identity of the source will not be available to persons 
except to the extent that there is a need for access to them to be made 
available; 
All CHIS authorisations must contain or have attached a risk assessment.   
 
Special safeguards apply to the use or conduct of juvenile sources (i.e. under 18 
years of age). On no account can a child under 16 years of age be authorised to 
give information against his or her parents. Similar safeguards also apply to the 
use of vulnerable individuals as sources. (A vulnerable individual is a person 
who is or may be in need of community care services by reason of mental or 
other disability, age or illness and who is or may be unable to take care of 
himself or herself, or unable to protect himself or herself against significant harm 
or exploitation.)  
 
Vulnerable or juvenile CHIS may only be authorised by Assistant Directors or 
whoever deputises in their absence. Further advice must be sought from Legal 
Services before using juveniles or vulnerable individuals as sources, to ensure 
that all necessary legal requirements are complied with.  
 
There are also specific legal rules which must be followed in relation to the 
management of sources. Details are given in the relevant Home Office Code of 
Practice, and further advice can be obtained from Legal Services.  
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Criminal Conduct by a CHIS 

A standard CHIS authorisation does not authorise criminal conduct. The Council 
is not designated to grant a criminal conduct authorisation under RIPA and 
therefore has no power to authorise, approve or encourage a CHIS to commit a 
criminal offence. Council officers must not task, direct or permit a CHIS to 
undertake conduct that is expected to be criminal.  

If criminal conduct is proposed, requested, anticipated or occurs unexpectedly, 
the activity must be stopped where safe and practicable, and the RIPA Co-
ordinator and Legal Services must be informed immediately so that appropriate 
advice, safeguarding, evidential and reporting action can be taken. 

This reflects the Covert Human Intelligence Sources (Criminal Conduct) Act 
2021 and the current Revised CHIS Code of Practice  

 
 

17. Social Media Investigations  
 
Some investigations that use the internet may meet the criteria of directed 
surveillance. Especially if a profile is built by processing data about a specific 
individual or group of individuals without their knowledge. There is a fine line 
between general observation, systematic observation and research and it is 
unwise to rely on a perception of a person’s reasonable expectations or their 
ability to control their personal data. 
 
The internet is deemed a surveillance device under RIPA, as surveillance is 
covert “if, and only if, it is conducted in a manner that is calculated to ensure that 
persons subject to the surveillance are unaware that it is or may be taking place. 
 
Where information about an individual is placed on a publicly accessible 
database, for example the telephone directory or Companies House, which is 
commonly used and known to be accessible to all, they are unlikely to have any 
reasonable expectation of privacy over the monitoring by public authorities of 
that information. Individuals who post information on social media networks and 
other websites whose purpose is to communicate messages to a wide audience 
are also less likely to hold a reasonable expectation of privacy in relation to that 
information.  
 
Simple reconnaissance of such sites (i.e. preliminary examination with a view to 
establishing whether the site or its contents are of interest) is unlikely to interfere 

https://www.legislation.gov.uk/ukpga/2021/4/contents
https://www.legislation.gov.uk/ukpga/2021/4/contents
https://www.gov.uk/government/publications/covert-human-intelligence-sources-code-of-practice-2022/covert-human-intelligence-sources-revised-code-of-practice-accessible
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with a person’s reasonably held expectation of privacy and therefore is not likely 
to require a directed surveillance authorisation. But where the Council is 
systematically collecting and recording information about a particular person or 
group, a directed surveillance authorisation should be considered. 
 
If an officer strikes up a covert social media relationship for the purpose of an 
investigation, e.g. by becoming a “friend” on Facebook, they may be acting as a 
CHIS and this needs to be properly authorised in advance. 
 
Officers using the internet for investigations should refer to paragraphs 3.10 -
3.17 of the Revised Surveillance Code of Practice for specific guidance on 
determining when RIPA authorisation is required. The Code of Practice can be 
found at: Covert surveillance and property interference code of practice.  
Officers should also refer to the Social Media Evidence Log Template, Social 
Media Activities and Council Services Investigation Scenarios under Appendix 
A, when using social media to obtain evidence. 
 
For further advice on the use of social media and RIPA, please contact the 
Shared Legal Services team. 
 

 
18. Accessing Communications Data 

 
In accordance with Part 3 of The Investigatory Powers Act, 2016, local 
authorities can authorise the acquisition and disclosure of ‘communications 
data’ provided that the acquisition of such data is necessary for the 
purpose of preventing or detecting crime or preventing disorder; and 
proportionate to what is sought to be achieved by acquiring such data. 

https://www.gov.uk/government/publications/covert-surveillance-and-covert-human-intelligence-sources-codes-of-practice/covert-surveillance-and-property-interference-code-of-practice-accessible#directed-and-intrusive-surveillance-overview
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19. What is ‘Communications data’?  
 

Communications data is information relating to the use of a communications 
service e.g. postal service or telecommunications system. It is defined by 
Section 261 of the Act and falls into three main categories: -  

Traffic data – where a communication was made from, to whom and when  

Service data – use made of service e.g. Itemised telephone records  

Subscriber data – information held or obtained by operator on person they 
provide a service to.  

Local authorities are restricted to subscriber and service use data and only for 
the purpose of preventing or detecting crime or preventing disorder. 
 

NB. Nothing permits the interception of the content of any communication  

 

20. Who can authorise communication data applications? 
 

Only the Head of the Shared Legal Services (Borough Solicitor or deputy) 
can apply for and authorise these applications and acts as the Councils’ 
single point of contact (SPOC) for these applications. 

 

The purpose and effect of the procedure is the same i.e. to ensure proper 
consideration is given to permitting such investigations and as before, final 
approval has to be given by a Magistrate. 
 
Officers requiring communication data authorisation should consult the Borough 
Solicitor for advice and assistance. 
 
 

21. Records, equipment and monitoring 
  
A central record of all authorisations must be held. This register will be securely 
held by the RIPA Co-ordinator. Register information will be held for a period of 
five (5) years.  
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Officers should refer to the appropriate sections of the Codes of Practice 
detailed above for guidance on the maintenance and retention and destruction 
of authorisation records that are held in addition to the register. 
Material obtained through directed or intrusive surveillance, or entry on, or 
interference with, property or wireless telegraphy, may be used as evidence in 
criminal proceedings. The admissibility of evidence is governed primarily by the 
common law, the Criminal Procedure and Investigations Act 1996, the Civil 
Procedure Rules, section 78 of the Police and Criminal Evidence Act 198470 
and the Human Rights Act 1998.  
 
Officers should be particularly mindful of the provisions of the Criminal 
Procedure and Investigation Act and the Code of Practice issued under it.  This 
Code of Practice provides guidance on the recording, retention and disclosure of 
material acquired during the course of an investigation. The Code of Practice 
can be found at: Criminal Procedure and Investigations Act Code of Practice - 
GOV.UK (www.gov.uk) 
 

Where the product of surveillance or property interference could be relevant to 
pending or future criminal or civil proceedings, it should be retained in 
accordance with established disclosure requirements. In the case of the law 
enforcement agencies, particular attention is drawn to the requirements of the 
code of practice issued under the Criminal Procedure and Investigations Act 
1996, which requires that the investigator retain all material obtained in an 
investigation which may be relevant to the investigation. 
 
 

22.  Training 
 

Due to the speciality of the training requirements for RIPA and CHIS 
investigations, external accredited specialist companies should be sourced to 
provide training to ensure officers, including authorising officers, receive the 
most up to date requirements, techniques and advice on best practice. 
 

23.  General Advice and Oversight 
  
The RIPA Co-ordinator maintains the central register of authorisations and is 
available to advise generally on questions regarding surveillance, and guidance 
to senior officers in signing/review of applications. The RIPA Co-ordinator is the 
Head of IG who can be contacted by emailing dpa@stevenage.gov.uk 
 



 

 

RIPA Policy Version 6_ September 26 

The RIPA Co-ordinator will provide assistance and guidance with the application 
to Magistrates and Court procedure and be responsible for liaison with the 
Investigatory Powers Commissioner’s Office and the implementation of any 
recommendations. 

 
24. Errors 

 
Errors can have very significant consequences on an affected individual’s rights. 
Proper application of the surveillance and CHIS provisions in the RIPA Codes 
and this Policy should reduce the scope for making errors. It is important that all 
staff involved in the RIPA process report any issues, so they can be assessed 
as to whether it constitutes an error which requires reporting.  

 

There are two types of errors within the Codes which are: “relevant error” and 
“serious error”.  

 

(a)  Relevant Error: An error must be reported if it is a ‘relevant error’. A 
relevant error is any error by the Council in complying with any requirements 
that are imposed on it by any enactment which are subject to review by a 
Judicial Commissioner. This includes compliance by the Council with RIPA 
and the content of the Codes. Examples of relevant errors occurring would 
include circumstances where:  

 

•  Surveillance activity has taken place without lawful authorisation  
•  There has been a failure to adhere to the safeguards set out in the relevant 
statutory provisions and Chapter 9 of the Surveillance Codes relating to the 
safeguards of the material  

 

All relevant errors made by the Council must be reported to the Investigatory 
Powers Commissioner by the Council as soon as reasonably practicable and a 
full report provided no later than ten working days. The report should include 
information on the cause of the error; the amount of surveillance conducted, and 
material obtained or disclosed; any unintended collateral intrusion; any analysis 
or action taken; whether any material has been retained or destroyed; and a 
summary of the steps taken to prevent recurrence.  
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(b)  Serious Errors: The Investigatory Powers Commissioner must inform a 
person of any relevant error relating to that person if the Commissioner 
considers that the error is a serious error and that it is in the public interest for 
the person concerned to be informed of the error. The Commissioner may not 
decide that an error is a serious error unless they consider that the error has 
caused significant prejudice or harm to the person concerned. The fact that 
there has been a breach of a person’s Convention rights (within the meaning 
of the HRA) is not sufficient by itself for an error to be a serious error.  

 

25. Complaints  
 

Any person who reasonably believes they have been adversely affected by 
surveillance activity by or on behalf of the Council may complain to the Council 
in accordance with the Council’s Corporate Complaints Procedure. 
 
Any person may also make a complaint to the official body, which is the 
Investigatory Powers Tribunal (IPT), about the Council using covert techniques 
against them. Details explaining how to make a complaint can be found on the 
IPT’s website. The IPT has jurisdiction to investigate and determine complaints 
against the Council’s use of RIPA powers, including those covered by this 
Policy.  
 
Complaints to the IPT should be emailed to: info@ipt-uk.com or posted to:  
The Investigatory Powers Tribunal PO Box 33220 London SWIH 9ZQ 
 
 

26.  Legislation and other sources of information and guidance  
 

Legislation: http://www.legislation.gov.uk/ukpga/2000/23/contents 

a) The Regulation of Investigatory Powers Act 2000 (RIPA); 
b) The Regulation of Investigatory Powers (Directed Surveillance and Covert 

Human Intelligence Sources) Order 2010, SI 2010/521 (the 2010 order); 
c) The Regulation of Investigatory Powers (Directed Surveillance and Covert 

Human Intelligence Sources) (Amendment) Order 2012, SI 2012/1500 (the 
2012 order); 

d) The Protection of Freedoms Act 2012.   
e) The Investigatory Powers Act 2016 
 

http://www.legislation.gov.uk/ukpga/2000/23/contents
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The Home Office - https://www.gov.uk/search?q=ripa  
 
Investigatory Powers Commissioner’s Office - IPCO – Investigatory Powers 
Commissioner's Office   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.gov.uk/search?q=ripa
https://www.ipco.org.uk/
https://www.ipco.org.uk/
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APPENDIX A   RIPA MANAGEMENT STRUCTURE 
 

 

Senior Reporting Officer 
(SRO)

Chief Executive

Tom Pike 

Authoring Officer (AO)

Strategic Director 

Richard Protheroe

Authorising Officer (AO) 

Strategic Director

Clare Fletcher

Advice & Assistant 

Borough Solicitor

RIPA Co-ordinator

Head of IG

Authorising Officer (AO)

Assistant Director

Atif Iqbal 
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Directed Surveillance is considered necessary to assist an investigation

Applicant officer must:

- Review RIPA Policy document to: Determine nature of surveillance & assess 
whether authorisation will be accordance with the law.

- Complete SBC RIPA Internal Authorisation Form & Judical Authorisation Form 
(RIPA Forms) available from the Data Protection Team.

Completed RIPA Forms sent to RIPA Co-ordinator for:

Initial review

Reviewed RIPA Forms sent to Authorising Officer (AO) for:

Council approval

Approved RIPA Forms sent to Borough Solicitor for:

Final review

Council approved and reviewed RIPA Forms lodged with Magistrates Court by 
applicant officer for:

Judical approval

Judical approved RIPA Forms and all supporting documents sent to 

RIPA Co-ordinator to:

Retain file copy and update RIPA central register

Applicant officer to liaise with RIPA Co-ordinator for:

Reviews /Cancellation/Renewal of Directed Surveillance and completion of 
required forms for sign-off by AO and filing by RIPA Co-ordinator

       RIPA PROCESS FLOWCHART 
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SOCIAL MEDIA - EVIDENCE LOG TEMPLATE 

Investigating officers should use this log template to record all evidence 
obtained using social media to ensure the Council meets its RIPA Records 
and Product Management requirements, that covers the retention, review 
and destruction of any evidence obtained through use of covert powers. 

Date 
Evidence 
obtained 

Media 
platforms/ 
sites visited as 
part of the 
investigation  
(e.g. google 
maps, Meta, X, 
etc) 

What 
evidence 
has been 
obtained? 

Is obtained evidence 
considered necessary and 
proportionate to achieve 
objectives of the 
surveillance? Please 
provide reasons. 

 
(Where obtained evidence 
is not considered 
necessary to achieve 
objectives, it should be 
securely 
destroyed/disposed, 
otherwise evidence to be 
retained for 5 years from 
authorisation cancellation 
date.) 

Is evidence to be 
retained or 
disposed? 
 
(Where evidence 
is retained, it 
should be held 
securely by 
applicant officer 
within the 
relevant service 
team for the 
required 5 year 
retention period. 
- Where evidence 
is to be disposed, 
please confirm 
method and date 
of disposal.) 
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SOCIAL MEDIA ACTIVITIES 
 

Below are examples of online scenarios that may or may not require RIPA 
authorisations for officers to reference:  
 

Scenarios generally unlikely to require RIPA authorisation 

Single check of 
openly available 
information 

An officer views a trader’s public business page once to 
confirm an advertised address, opening hours or price 
as an initial line of enquiry, records the relevant page 
and does not continue monitoring the person. 

Information sent to 
the Council 

A resident supplies a screenshot of a public post with a 
complaint; the officer assesses the material without 
covertly following or engaging with the account. 

Routine corporate 
monitoring 

The communications team reviews public mentions of 
the Council to respond to service enquiries or correct 
misinformation, with no specific investigation of an 
individual. 

Immediate 
response 

An officer sees a public live post indicating an event is 
occurring at that moment and makes a limited check 
where it would not be reasonably practicable to obtain 
authorisation first. Any continued or planned monitoring 
must then be reassessed promptly. 

Overt online 
contact 

An officer uses an official Council account, identifies the 
Council and the purpose of contact, and asks a 
business for information without concealing identity or 
building a relationship. 

Search unrelated to 
private information 

An officer checks a public company website, official 
register or marketplace listing for factual information 
about a product or premises, without monitoring a 
person’s movements, associations, communications or 
pattern of life. 
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Scenarios likely to require consideration of directed surveillance 
authorisation 

Repeated monitoring of a 
named person 

An officer repeatedly views and records a 
person’s public posts over days or weeks to 
establish movements, routines, associates or 
trading activity for a specific investigation. 

Systematic intelligence 
gathering 

Staff search across several platforms, link 
profiles, capture posts and build a 
chronology or dossier about a person, 
household or group, even though individual 
posts are publicly accessible. 

Monitoring after an initial 
check 

A one-off public-page check reveals 
potentially relevant material and officers then 
plan recurring visits so that changes, new 
posts, locations or contacts can be tracked. 

Viewing a semi-private 
account covertly 

An officer gains access to content available 
only to approved followers, group members 
or subscribers and observes it without the 
subject knowing the Council’s purpose. 

Using location or event 
content to follow activity 

Officers monitor check-ins, livestreams, 
stories, photographs or marketplace posts to 
identify when and where a person will be 
present, enabling further observation or 
enforcement activity. 

Monitoring third parties Officers repeatedly examine relatives’, 
friends’ or associates’ accounts to obtain 
information about the subject. This may also 
create significant collateral intrusion into 
people who are not under investigation. 
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Scenarios that may involve a covert human intelligence source (CHIS) 

False or covert profile used 
to establish a relationship 

An officer creates or uses a persona to 
befriend, follow, join or communicate with a 
subject so that information is obtained through 
an ongoing relationship concealed from that 
person. 

Covert participation in a 
closed group 

An officer joins a private online group under a 
disguised identity, participates in discussions 
and develops relationships to obtain 
intelligence. 

Third party providing 
information through a 
relationship 

The Council asks, directs or encourages a 
person to maintain or use a personal or online 
relationship covertly to obtain and report 
information about another person. 

Repeated direct messaging 
under cover 

An officer uses a disguised identity to 
exchange messages, gain trust, elicit 
information or arrange transactions. The 
activity may amount to CHIS conduct rather 
than directed surveillance alone. 

 
 

When considering the above scenarios, officers are reminded to not create 
a false profile, send a friend or follow request, enter a closed group, direct 
another person to obtain information through a relationship, or begin 
repeated monitoring without first consulting the RIPA Co-ordinator and 
Legal Services.  

Where a proposed activity may constitute directed surveillance or CHIS 
conduct, it must not begin until the appropriate internal authorisation and 
judicial approval have been obtained. If the activity does not require a 
RIPA authorisation, officers must still obtain advice on whether the 
proposed non-RIPA activity has another lawful basis and adequate 
safeguards. 
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COUNCIL SERVICES INVESTIGATION SCENARIOS 

The following examples below are for officer guidance and reflective of council 
services that may use online or social media for investigations. “Inside RIPA” 
means that the proposed activity may amount to directed surveillance or CHIS 
conduct and must be referred to the RIPA Co-ordinator and Legal Services 
before it begins. “Outside RIPA” means the proposed activity may not amount to 
directed surveillance.   

This however does not remove the need for officers to comply with other 
legislation and evidential and service-specific requirements. 

 

Licensing  

Investigation scenario Likely 
position 

Reason and action 

Suspected unlicensed event. A 
public post advertises an event 
taking place that evening. An officer 
checks the time and venue once to 
support an immediate operational 
response. 

May be outside 
RIPA as an 
immediate 
response 

A genuinely immediate response 
may fall outside directed 
surveillance where prior 
authorisation is not reasonably 
practicable. Any later or continuing 
monitoring must be reassessed. 

Closed online group. An officer 
uses a disguised profile to join a 
private promoters’ group, 
participates in discussions and 
gains trust to identify unlicensed 
events. 

Potentially inside 
RIPA: CHIS 

The officer is covertly establishing 
or maintaining relationships to 
obtain information. Do not proceed 
without prior specialist advice and 
the required authorisation and 
approval. 
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Environmental Health 

Investigation scenario Likely 
position 

Reason and action 

Illegal waste activity. A resident 
sends the Council screenshots of 
publicly visible posts offering 
unlawful waste collection. The 
officer assesses the screenshots 
but does not task the resident to 
obtain more information. 

Usually outside 
RIPA 

Receipt and assessment of unsolicited 
information is not normally covert 
surveillance by the Council. If the 
resident is directed to cultivate a 
relationship or gather further 
intelligence, CHIS issues may arise. 

Fly-tipping. Officers deploy a 
concealed camera at a known site 
to identify who is repeatedly 
dumping waste. 

Potentially 
inside RIPA: 
directed 
surveillance 

Planned covert observation for a 
specific investigation may obtain 
private information. Seek advice 
before deployment and assess 
necessity, proportionality and 
collateral intrusion. 

 

Planning 

Investigation scenario Likely 
position 

Reason and action 

Unlawful subletting. An officer 
checks a public short-term letting 
advert once to compare 
photographs and the stated 
address with Council records. 

Usually outside 
RIPA 

A one-off factual check is less likely 
to be directed surveillance. 
Repeated monitoring of occupants, 
visitors, movements or online 
activity may bring the investigation 
inside RIPA. 

Monitoring occupants. Officers 
repeatedly watch a property from 
an unmarked vehicle and record 
who enters and leaves over several 
days to establish residence. 

Potentially inside 
RIPA: directed 
surveillance 

The activity is planned, covert and 
likely to reveal private information 
about the subject and third parties. 
Refer before surveillance starts. 

 



 

 

RIPA Policy Version 6_ September 26 

Anti-Social Behaviour 

Investigation scenario Likely 
position 

Reason and action 

Neighbour reporting. A resident 
voluntarily provides diary entries 
and recordings already made for 
their own purposes; the Council 
does not direct when or how further 
material should be obtained. 

Usually outside 
CHIS 

A person acting as a public volunteer 
is not automatically a CHIS. If officers 
task or encourage the resident to use 
or maintain a relationship covertly to 
obtain information, seek CHIS advice. 

Tasked neighbour. An officer asks 
a neighbour to befriend the subject, 
enter a private chat and report 
conversations back to the Council. 

Potentially 
inside RIPA: 
CHIS 

The Council may be directing a 
person to use a covert relationship to 
obtain information. Do not task the 
person before authorisation advice, 
risk assessment and safeguarding 
checks. 

 

 


